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Update required to strengthen your personal LastPass Vault

To enhance the security of your personal LastPass account, you need to update your
master password hash iteration value by May 13, 2024. If you don't, the iteration count
will automatically update next time you login and you may need to relink your business

account. Take the simple steps outlined below to avoid this.

What do | need to do?

Be prepared: This update will log you out of your account. Be sure you know your LastPass
username and master password. Set up account recovery so you don't get locked out of
your account.

Change your settings, by following these steps:

1. Open your vault
2. Go to account settings

a. On desktop: select 'Show Advanced Settings

b. On mobile: tap 'Security > Password iterations
3. Enter '600000' (no comma) to set your iteration count

Or watch this how-to video >

You can also search “change password iterations” on the LastPass support site
at https://support.lastpass.com/



https://lnk.lastpass.com/dc/IXa7a3qCNsfykCKMTv6sTDCIe8FYVzfgoO_kC9QpX23nHl7qxpp7iQhj4Ci1C4INsyJsmgEy-d-39natCN74Efyr_4GlErAqFHKu2VfR-SGS1eUxTUHCFyPkicO2Xe8qOHzJCZtPfDGQfAkMTL8YE7DR42gKHBrA0wdZ__GGf0h3X7O2_vKtumwJpKVAeNZFBJsKDCmWgf6MyJ5DaUt97z_U3YFqr0g1i6w_ol02BWTlYgwoBMz4KF_aflFNX04m_Q4ythPqxGkR0fcqQ4KpOl4JNJHeXVeG6DVz1Ol4_gPQAQ9EP53rdeaMRB7tsUqgobJWH3r7psY5-OtOQydGOA==/MTI5LU1TUS0wMzgAAAGSiztGx0b14pEdgh7KEjCDLyetFnaKqoi0KNGw-Z5hvibQHfjD-YA8E7D22Z3qk0Vu-bqX_WI=
https://lnk.lastpass.com/dc/IXa7a3qCNsfykCKMTv6sTDCIe8FYVzfgoO_kC9QpX23nHl7qxpp7iQhj4Ci1C4INsyJsmgEy-d-39natCN74Efyr_4GlErAqFHKu2VfR-SGS1eUxTUHCFyPkicO2Xe8qOHzJCZtPfDGQfAkMTL8YE7DR42gKHBrA0wdZ__GGf0h3X7O2_vKtumwJpKVAeNZFBJsKDCmWgf6MyJ5DaUt97z_U3YFqr0g1i6w_ol02BWTlYgwoBMz4KF_aflFNX04m_Q4ythPqxGkR0fcqQ4KpOl4JNJHeXVeG6DVz1Ol4_gPQAQ9EP53rdeaMRB7tsUqgobJWH3r7psY5-OtOQydGOA==/MTI5LU1TUS0wMzgAAAGSiztGx0b14pEdgh7KEjCDLyetFnaKqoi0KNGw-Z5hvibQHfjD-YA8E7D22Z3qk0Vu-bqX_WI=
https://lnk.lastpass.com/dc/IXa7a3qCNsfykCKMTv6sTDCIe8FYVzfgoO_kC9QpX228O_o7y4mcM3uW7rx3rjbcstBXcyq2YJND54kdxmg-MrQ0u-TS-TBZrjRwlmatM0O59ADjS69Xp9WkheO4ZWoVH9oov_Jhvoyi4jGabiMMibEcXQUv6HISCrKPF9Q1nyhQ1naJdBWVvEX3KhsvFBR3VU0HIlYmZqlrIRBOVfonmdcXrT0uN96PWKYgEiRzAr3Q_-X-TzEUFzN-o7WhsOw-tFzjRppqpXA6YaaYpDs0177O03yH-ZQFDEksomGCnUa1j5rtiOnGXPXoMMREzem8/MTI5LU1TUS0wMzgAAAGSiztGx0b14pEdgh7KEjCDLyetFnaKqoi0KNGw-Z5hvibQHfjD-YA8E7D22Z3qk0Vu-bqX_WI=
https://lnk.lastpass.com/dc/IXa7a3qCNsfykCKMTv6sTDCIe8FYVzfgoO_kC9QpX23nHl7qxpp7iQhj4Ci1C4INsyJsmgEy-d-39natCN74Efyr_4GlErAqFHKu2VfR-SGS1eUxTUHCFyPkicO2Xe8q2KT98Jb6ojc4wFSliGK5ck0kvLic3bDV_9iofkBRCbu2jCzAvsXHK05FlqKylz_sTLA10bqdBYjIxZ6enLEjGMIxvfsUPkU6LuZwZiYhK82JUq9eRXF-kEXvpQXX5d3PawXrcg1bmcg1aD1xKu_xIoFM6Ved7kRdilZ4Nvyhex4Ms9RKs_hkWUX2igN7ZlDAoNFeF56cYjig4H6wCef2UGm8YUenT7_k5J_JiTtkslc=/MTI5LU1TUS0wMzgAAAGSiztGx0b14pEdgh7KEjCDLyetFnaKqoi0KNGw-Z5hvibQHfjD-YA8E7D22Z3qk0Vu-bqX_WI=
https://support.lastpass.com/

What's a hash iteration?

While this may sound technical, it's a simple update that significantly strengthens the
encryption of your vault.

At its most basic, hash iteration is a “password-strengthening algorithm” that helps make
your LastPass account as secure as possible. Learn more on the LastPass blog: How to
Make Your LastPass Vault as Secure as Possible.

You may recall making this update to your LastPass Business account last year. Well, you
need to do the same with your personal account to strengthen security.


https://lnk.lastpass.com/dc/GEuTBx0tyjJUUVMSjgntYYQt6B5qJfHbXxitrEvWsuF6adyGLBuAySUcAmyzkEuov9zI9e6DlB1qRMj6NekHv0Zze13akIFdiOQLdKV6hTjOeH_dfyMv6-k-S_hBFyQuRnwjFqYtIeOqhqrQ8yj4Tv-DE22PFrL4U1hxnYrAYeVjFwvyfW7g672Ws3mC8cjSKWoG1R1F2uWl6lxMKH2rfVfBbJjf1fCi0-66zQY-aVB8HljztblR2kHJOnzqB6O--AXCoGwE0VjQWS_Aurvbsg==/MTI5LU1TUS0wMzgAAAGSiztGx0b14pEdgh7KEjCDLyetFnaKqoi0KNGw-Z5hvibQHfjD-YA8E7D22Z3qk0Vu-bqX_WI=
https://lnk.lastpass.com/dc/GEuTBx0tyjJUUVMSjgntYYQt6B5qJfHbXxitrEvWsuF6adyGLBuAySUcAmyzkEuov9zI9e6DlB1qRMj6NekHv0Zze13akIFdiOQLdKV6hTjOeH_dfyMv6-k-S_hBFyQuRnwjFqYtIeOqhqrQ8yj4Tv-DE22PFrL4U1hxnYrAYeVjFwvyfW7g672Ws3mC8cjSKWoG1R1F2uWl6lxMKH2rfVfBbJjf1fCi0-66zQY-aVB8HljztblR2kHJOnzqB6O--AXCoGwE0VjQWS_Aurvbsg==/MTI5LU1TUS0wMzgAAAGSiztGx0b14pEdgh7KEjCDLyetFnaKqoi0KNGw-Z5hvibQHfjD-YA8E7D22Z3qk0Vu-bqX_WI=

